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What is ransomware?

* Malicious software (malware) that encrypts data, blocks its
access and demands a ransom (S) to obtain the decrypting key

* When there is no payment, sensitive data is exposed

* Evolution to a RaaS model (ransomware as-a-service)

* Data loss, business operation interruption, financial and
reputation damage




What is ransomware?
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Current cybersecurity landscape

Rate of Ransomware Attacks by Country: 2022 vs. 2023
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The State of
Ransomware 2023

Percentage of Organizations Hit by Ransomware

Findings from an independent, vendor-agnostic survey
of 3,000 leaders responsible for IT/cybersecurity across
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14 countries, conducted in January-March 2023.
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Fonte: The State of
Ransomware 2023
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In the last year, has your arganization been hit by ransomware? Base numbers in chart
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https://www.sophos.com/en-us/content/state-of-ransomware
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Ransomware attack anatomy
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Methodology
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e Operational audits e Pentest

e Share procedures with auditee e Access auditee’s assets without
before their execution their knowledgement

e Plan from attacker’s point of e Act as a read team
view e Use attacker’s tools for

e Use attacker’s tools for exploitation, post-exploitation

reconnaissance, enumeration,
vulnerability assessment

What we What we

do don’t do




F1: Vulnerability and misconfiguration of
Internet exposed assets

I 8 I Quem é TOP Sobre]

TESTE 0S PADROES

Os padrdes tecnicos modernos de Internet aumentam a confiabilidade e
permitem o crescimento da rede. Vocé estg usanda esses padroes?

L ® Teste TOP - Site I

Teste TOP - Site Teste TOP - E-mail ReSUItadO

Enderego IP moderno? Dominio Enderego IP moderno? Dominio
assinado? Conexdo segura? Opgdes de assinado? Protegdo contra phishing?
seguranga? Conexdo segura? 7" D/n

Nio é acessivel via um endereco IP moderno de Internet, ou as configuragées podem ser melhoradas (IPvé) @

www.exemplo.com.br @exemplo.com.br

]
@ Nome de dominio assinado (DNSSEC) @
-]

Conexio nio segura ou insuficientemente segura (HTTPS) @

Iniciar o teste Iniciar o teste

@} Uma ou mais opgdes de seguranca de aplicagiio recomendadas ndo estiio configuradas (Opgées de seguranga) @

HEE)

____________________________________________ | » Descri¢io do relatério de teste

» Link permanente do resultado do teste (20-11-2023 13:27 -03)

https://top.nic.br
(Project based on https://internet.nl/)

» Segundos até a opgao de reteste: 100



https://top.nic.br/
https://internet.nl/

F1: Vulnerability and misconfiguration of
Internet exposed assets

f Around 14K URLs

ALL federal, state, district and municipal public
organizations that have web, email and DNS
services in URL located by the engagement team

TV



F2: Phishing

E E Q 1st Layer (administrative)
0O 0 0
2nd Layer (technical)

@ 3.' e User Awareness Program

e Phishing simulation TCU




F2: Phishing

Documentation Support Blog [T

Quarenten; - L e all
Q) Quarentena de e-mai

P R —————

ch; Mensagem em quarentena

O Filtro de E-mail do Cutlaok recebey uma solicitagie para colocar em quarentena um e-mail que foi enviado anteriormente. Este e-mail deve ser excluido com seguranga usando 35 opgd:

Por favor, aceite ou negue a exclusio de &-mai

Open-Source Phishing

Fra REMETENTE: sorteio@notafiscal.gov.br - ASSUNTO: ‘Vencedores de Julho
G ]
AIL /' RETIRAR E-MAIL DA QUARENTENA

IMPORTANTE:

Learn More ecent Campaigns
- - Esta é uma mensagem automdtica e NAO DEVE SER RESPONDIDA

- e ewmaile excluidos apos decorido o periodo de quarentena NAO PODERAO SER RECUPERADOS.

l _ PN ) office 365

Sindicato < = Ui Mmeile™
Pore:

@S s3larios2023-2026.docx v

informagaes sobre spam e seus

Para quem tiver interesse, segue em anexo o arquivo para calculo do saldrio com os reajustes federais previstos, conforme o PLN 2/2023.

O link para acessar o projeto ¢ este: httpsi//www.congressonacional.leg.br/materias/pesquisa/-/materia/136639

Connect

L

i do Congresso Nacional n° 2, de 2023

M Pesquisa de Matéria

Projeto de Le

)

"' Verbinden  -n¢
! 3

I s

(Reajuste aos servidores publicos federais) - ¥ ezt

Ver também: VET 82023

Autoria  Presidéncia da Republica
Norma Gerada  Lein® 14.563 de 28042023
Assunto  Orgamento Piblico > Orgamento Anual > Alteragio da Lei Orgamentiria Anval

Natureza  Norma Geral

Phishing

templates | | - | | TCU
2 templates with attached files, measuring if user opened file and enabled macro execution

2 templates measuring if user clicked on a malicious link

2 templates measuring if user accessed a malicious webpage and inserted personal information



F3: MFA (multi-factor authentication)

Type of technology in use

Grant, revocation and recovery

PASSWORD VERIFICATION ACCESS Application, remote network
PN <E and administrative acess
TN LOGIN REQUEST LI-
SUCCESSFUL
| Signin n LOG IN
o0 Access Contral CIS. frrmetecurity
1STFACTOR 2ND FACTOR 0 Management CIS Controls v8
Image source: Monash University 6.1 Establish an Access Granting Process ® o 0

6.2 Establish an Access Revoking Process

6.3 Require MFA for Externally-Exposed Applications

6.4 Require MFA for Remote Network Access

6.5 Require MFA for Administrative Access



https://www.monash.edu/esolutions/accounts-passwords/multi-factor-authentication

F4: Active Directory

Active Directory
Active Directory Monitoring
configuration (focus on
security alerts)

People,
processes and
roles

Active Directory
backup &
recovery




F5: Incident Management

Containment

Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

— Audit Criteria

NIST 800-61 rev. 2

Security Incident Response Guide — SGD


https://www.gov.br/governodigital/pt-br/seguranca-e-protecao-de-dados/guias-e-modelos

F5: Backups

o=
¥

,iAudit Criteria

|
ABNT NBR ISO/IEC 27002
CIS Controls v8 - 11 Data Recovery

Backup Policy Model — SGD



https://www.gov.br/governodigital/pt-br/seguranca-e-protecao-de-dados/guias-e-modelos
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