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• IT Audit Phases
 Proposing IT audit 

subjects
 Pre-study phase
 Execution of audit & 

Working papers 
 Report &Publication
 Recommendation 

implementation plan
 Follow-up of IT Audit 

• Civil Status Information System in 
the Civil Registry Agency
 Audit Domains
 Audit Scope
 Audit Criteria
 Audit Findings
 Conclusion
 Recommendation



3

 Proposing new subject with SITA management
system replaced old way.

PROPOSING IT AUDIT SUBJECTS



Problem

Risk Analysis and Identification

Domains

Audit Questions and Criteria 

Working Papers

Pre study – Memo and Matrix
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PRE-STUDY PHASE
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• Audit finding • Cause and Effect • The recommendation 

EXECUTION OF AUDIT & WORKING PAPERS 
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REPORT & PUBLICATION
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https://zka-rks.org/planet-e-veprimit-2021/

RECOMMENDATION IMPLEMENTATION PLAN
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FOLLOW-UP OF IT AUDIT

The objective of this audit is to assess the level of 
implementation of the recommendations given in the 
Annual Audit Report 2020 regarding KFMIS.

For the creation of a safe environment to maintain the 
availability, confidentiality and integrity of this system.
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The objective of the audit is to assess the 
administration and information security of the civil 
status information system of the Republic of 
Kosovo.

IT AUDIT: CIVIL STATUS INFORMATION SYSTEM IN THE CIVIL REGISTRY 
AGENCY



IT governance Information security Application controls

AUDIT DOMAINS

Presenter Notes
Presentation Notes
IT GOVERNANCE1. Organizational structure, Standards, Policies and Procedures2. Management of changes in information systems3. Business Continuity Policy, Plan and OrganizationINFORMATION SECURITY4. Information security policies5. Access control6. Application Security ControlsAPPLICATION CONTROLS7. Input controls8. Output controls



Ministry of Internal 
Affairs

Ministry of Foreign
Affairs and Diaspora

Municipality of 
Prishtina

AUDIT SCOPE

Municipality of PrizrenCivil Registry Agency



AUDIT CRITERIA

• ISSAI issued by the INTOSAI.

• Information Technology Audit and Assurance
Standards and Guidelines ISACA.

• COBIT issued by the IT Governance Institute.

• IT Audit Manual, a product of the EUROSAI 
(WGITA) as well as the INTOSAI (IDI) for the 
definition of Information Technology Audit
standards, further Information Technology
Audit Handbook.

• CISA revision manual, 
edition 26, 2016.

• ISO/IEC 27002 for 
Information Security Controls.

• Administrative Instruction 
no. 02/2010 on Information Security 
Management, Article 38.

• Regulation no. 02/2015 on 
Official Email Account.



AUDIT FINDINGS

IT GOVERNANCE

CRA has not established 
appropriate and functional 
Information Technology 
Governance mechanisms.

INFORMATION SECURITY

The information protection and 
security system implemented in 
the CRA does not sufficiently 
guarantee system continuity 
and data integrity at all times. 

APPLICATION CONTROLS

Application controls 
implemented in CSS do 
not ensure that only 
correct and valid data is 
entered and updated in 
the system. 

Presenter Notes
Presentation Notes
 



The risks identified in IT governance, information security and application controls indicate that the 
CRA which administers the CSS and the end user institutions of this system needs improvements to 
ensure citizen data is protected, and the provision of electronic services to citizens is not 
interrupted. 

CONCLUSION



Number of recommendations for each entity :

RECOMMENDATIONS

1. Ministry of Internal Affairs and Civil Registry Agency 27 recommendations

2. Information Society Agency 1 recommendation

3. Ministry of Foreign Affairs and Diaspora 3 recommendations

4. Municipalities 3 recommendations

Presenter Notes
Presentation Notes




Thank You!
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